Cloud migration for Higher Education
Fantasy, pipe dream or nightmare

A deeper look at the realities and challenges of migrating
workloads to the cloud

A (brief) personal story - My journey from sceptic to enthusiast
LBS’ story — Where we were, where we are

Unintended benefits — Beyond the business case

* Resources to help — Funding and training

Future unlocked — What's next for us



Poll — by show of hands

% of Workload or billing

* Option 1 — All on-prem (or in managed data centre)
* Option 2 — Some , but less than 25% in Cloud

* Option 3 — Between 25% and 75% in cloud

* Option 4 — More than 75% running in cloud




Follow up Poll — again by show of hands

Cloud adoption future

* Option 1 — No intent to migrate

* Option 2 — Some presence, but no active project
* Option 3 — In flight project or cloud-first strategy
« Option 4 — Already there
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Fantasies, marketing and sales

| can reduce staff costs |
Cloud is more secure

Cloud is Cheaper Everything is resilient

Cloud is faster g5
because it's in cloud

Cloud can’t be hacked Cloud scaling is infinite

Everything is backed up



Challenges of cloud migration

HE All
Complexity of business and operational change ® o
Security and compliance o o
Legacy applications o o
Regulatory (data sovereignty) [ o
IPv4 address space migration ®
Stakeholder engagement o ¢

Re-training costs o [



The core technology for migration

Replication appliance
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London Business School’s original cutover plan

Task

Assigned
To

- Migration

+

+

+

+

+

+

Finalise method and tools
Create wave groups

Confirm downtime tolerance and migration
dates

pre-migration checklist
prepare cutover plans
Wave 1
Stakeholder comms
Confirm server list and syncronisation state
Begin downtime
Shut down source services
final sync
Bring up in Azure (terraform)
Application gateway updates (terraform)
Post migration checks
Post migration scripts
Smoke testing
end Downtime
UAT
Comms
Fixes and remediation
Wave 2
Wave 3
Wave 4
Wave 5
Wave 6
Wave 7
Wave 8
Wave 9
Wave 10

Design - 14
Build - 15
Test -8

Implementation - 7

Project Closure - 2

Progress

Start Due Notes Feb Mar Apr May
i1 Feb?7 Feb14 Feb21 Feb28 Mar7 Marld Mar2l Mar28 Aprd Apr1l Aprl18 Apr25 May2 May9 Mayl16 May 23 May 30
0110321 19/05/21
010321 110321
010321 010321
010321 010321
010321 010321
010321 010321
010321 010321
010321 010321
010321 010321
010321 010321
010321 010321
02103721 02103721
02103721 02103721
02103721 02103721
02103721 02103721
03103721 110321
10321 2210321
22003121 3100321
30321 070421
0704121 14/04/21
14104121 21/04/21
21/04/21 28004121
28104121 0505121
05/05/21  12/05/21
12105121 19/05/21



London Business School’s final cutover plan

Migration timeline

Start date: 02/04/2022
Friday 1st April Saturday 2nd April | Sunday 3rd April Monday 4th Apr
ACthltV 16:00 18:00 195:00 20:00 2100 2200 2300 24:00 100 200 300 400 500 600 7.00 &00 300 10:00 1100 12:00 1300 14:00 15:00 16:00 17:00 18:00 1300 20:00 2100 22:00 23:00 24:00 100 200 300 4:00 500 600 7:00 00 300 10:00 100 12:00 13:00 ¥:00 1500 16:00 17.00 16:00 1300 20:00 2£00 2200 23:00 24:00| %00 |200 3:00 400 500 600 7:00 &00 3:00 10:00 100 1200 13.00 1400

Daisy Shutdown l

VM migraticn

Checkpoint call l l l l l l l l l
Past migration scripted
server updates

QA - Application sanity
checks

Status update - Cloud reps,
ManCo, SMT

Troubleshooting / fix (as
required)

Rollback Go / No-Go l l l



Business case delivery

* Close the legacy data centre

* De-risk the estate (aging hardware)

* Position for future maturity

* Cost neutral

* Break the cap-ex cycle (servers, storage, network, security)
* Access to improve application performance



Unintended / not promised consequences

Infrastructure as code

I:J Azure DevOps 2 LT 2 &
. londonedu-infrastruct... +
dlapps and usite11 sites change ip Browse Files
ﬂ Overview 14 pa [y o Huzaifah Balesariz da
Files Details
E Boards
i% Repos agw-hub-liv-exttf -4 +4
P Parent 1 — This commit ~ < Filter gw-i A BE Side-by-side 4
fterraform -2
[ Files
1 1
. ® londonedu-infrastructure-v2 2 = "agw-${local.region-short}-hub- 2 = "agw-${local.region-short}-hub-
¢ Commits 3 r.agw_liv_ext_subnet_id 3 r.agw_11 _subnet_id
; IAGW/ 2 4 _ip_address = var.agw_liv_ext_pip 4 _ip_address = var.agw_liv_ext_pip
b terraform agw-V
%y Pushes ! /ag 5 1 5 1
D agw-hub-liv-ext.tf 7 zurerm_application_gateway"” "agw-hub- ' 7 re "azurerm_application_gatewsy"” "agw-hub- '
Branches 8 =L rnal_agw_name 8 = local.e rnal_sgw_name
D agw-hub-liv-int.tf ? . X ? . X
Tags 12 resource_group_name = 1.region-short}-hub-agw-1iv-ext” 1@ region-short}-hub-agw-1ix
11 tags = local.default_tags tags = local.default_tags
12
i1 Pull requests 13 # MOTE: Instruct Terraform to ignore changes to tags after the intial depl # : Instruct Terraform to ignore changes to tags after the intial depl
14 # : This is to improve the SNR of the 'terraform plan' output. # : This is to improve the SNR of the 'terraform plan' output.
f Pipelines 1% # 'l,ifec:",e { 7 # 'Tifec;c',e { 7
6 # ignore_changes = [ # dgnore_changes = [
17 # reguest_routing rule, # reguest_routing rule,
18 # tags, ¥ tags,
3 P P
F 1 # 1

ntity { ntity {

identity_ids = identity_ids =

sku { sku {
name name
tier tier

waf_configuration {
enabled

waf_configuration {
enabled

{local.external_agw.
local.external_subne

{local.external_agw_name}
local.externzl ibnet_id

51 Project settings «

It



Unintended / not promised consequences

Disaster Recovery
Azure Site Recovery

Private cloud to Azure Any Cloud Azure to Azure

L !
= -
. 88 e
2 un

— Azure to Azure

VMware Hyper-V Physical

Windows



Unintended / not promised consequences

Sustainability proposition (courtesy of MS assessment)

Your Carbon Footprint — On-premise Vs Azure

70,000

60,000

50,000

40,000

30,000

20,000

10,000

57,948

D
55, 189
52,560
50,058
B0%
19,856 19,083
12,622
9,239 9,701

Yearl Year 2 Year 3 Year 4

I CFP - All Servers Current State IS CFP - All Servers on Azure

% Reduction based on Migration
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On average over the next five years if you stayed
on Premise, you would need 64 acres (about the
area of The Vatican), of forest to absorb the carbon
generated

You could drive on an average 22.4K miles in a
passenger car

Using the average year, you could charge 6.7M
mobile phones
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Unintended / not promised consequences

Greatly improved monitoring from analytics

Time range : Set in query = save v 1= Share v
1 Perf
2 | where TimeGenerated > ago(7d)
3 | where Computer ==
4 | where Counterlame == "Available MBytes"
5 | summarize avg{CounterValue) by bin(TimeGenerated, 1h)
Results Chart
8,050
8,025
8000
w 7975
g 7 g
5 7.950
L
Sy
& 7925
7900
7873
7,850
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—— avg_CounterValue

New alert rule
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TimeGenerated [UTC]

— Export v
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== Format query

Chart formatting
Chart type
B Line
Data
¥ axis
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Unintended / not promised consequences

Greatly improved insights for troubleshooting

Operat
perations Getstarted  Performance  Map  Health (preview)

)< Bastion
) Auto-shutdown Time range: Last 30 minutes as of 27 Nov 20:48
& Backup

& Dis

## Updates

& Inventory

Change tracking

ement

Policies
Run command
Monitoring
@ Insights

&R Alerts

.\ [> 1 Clients
% Connection menitor (classic

books

Automation

a

Tasks (prev
& Export template
Help

P Resource health

& Boot diagnostics
, Performance diagnostics
+ VM Inspector (Preview)

Reset password

M Redeploy + reapply

B serial console

B2 Connection trouble:




Unintended / not promised consequences

Cost visibility and prediction

A Cast Managemeant: Contosa ([De X

-+

& C

@ ms portal azure com/ftblade/Microsoft_Azu

re_CostManagement/Menu/costanalysis

Microsoft Azure [Preview)

& Reporta bug

A Seavch resaurces, sarvices, amd doos [+

Hoame 3 Cost Managerent + Billing - Billing aocounis Cost Management + Biling

h Cost Management: Contoso (Demo) - Cost analysis
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Change Management

Unintended / not promised consequences

Pull requests

Mine Active Completed Abandoned

Pull Request ID

retrofit all vcloud ip address changes

uzaifah Balesaria request 11759 intc & main

update UAT cert pfx and cer

34 into & mzin

Huzaifah Balesaria reg

dlapps and usite11 sites change ip

Huzaifah Balesaria request 11749 into & main

Remove unnecessary remote state retrieval from FIREWALL module

Simon King request 11738

Remove unnecessary remote state retrieval from AGW module

Simaon King request 1737 into

update neo listener with new IP

Huzaifah saria request 1729 inte ¥ main
Remove KEYVAULT remote state retrieval

Simon King request

Remove unnecessary remote state retrieval
Simon King request 11724 into & main
usite06 site ip address updates

Huzaifah Balesaria request 11723 into & main

updtae sites on git01 and usite12

Huzaifsh Balesaria re 17

a reg

19 intc & main

update all sites on ldnfpw-wblog01 with new ip

Huzaifah Balesaria request 5 inte 5 main

Target branch

Completed 26m ago

Completed Friday

Completed Friday

Completed Friday

Completed Friday

Completed Thursday

Completed Thursday

Completed Thursday

Completed Thursday

Completed Thursday

Completed Thursday

New pull request

W



Unintended / not promised consequences

urther change management / Searchable infrastructure
D) 11729 @) Huzsifah Balesaria 6035-dlapps-usitel1 into main 0RO -

Overview Files Updates Commits

1%
Sy

hub—l|v—ext.1f_—f¥ 08 Side-by-side = N

All Changes ~ <7 Filter agw

F host = "gitlab.london.edu” F host =
© londonedu-infrastructur... # path g # path g
# port = # port =
# protocol = "Https" # protocol = "Https"
e terraform/AGW/agw-v2 # unhealthy_threshold = 3 # unhealthy_threshold = 3
# i = 38 # i = g
[ agw-hub-liv-ext.tf # =3 # =3
# #
. # = mn # _ wm
[ agw-hub-liv-int.tf M - ["200-303"] M - ["200-303"]
E # ¥
#7 E
edu
= "know-how.london.edu-cert2” = "know-how.london.edu-cert2”

id = data.azurerm_key_vault_secret.know-how_london_edu.id = data.azurerm_key_vault_secret.know-how_london_edu.id

backend_address_pool
name = "know london.edu-bep™
ip_addresses = ["18.2@89.246.185"] #, "10.214.246.185"]

backend_address_pool {
name = "know-how.london.edu-bep”
ip_addresses = ["163.119.3.185"] #, "10.214.246.1@5"]

h

backend_http_settings {
name =
cookie_pased_affinity =

_cookie_name =

i
backend_http_settings {
name =
okis_based_affinity =
ity_cookie_name =

_name

col

host_name
request_timeout =

host_name =
request_timecut =

}

http_listener { http_listener {

name i-how.londen.edu-listen name .londen.edu-1isten
frontend_ip_configuration_name external_agw_name}-frontend-1ip’ frontend_ip_configuration_name external_agw_name}-frontend-ip
frontend_port_name " 1.external_agw_name}-frontend-port™ frontend_port_name external_agw_name}-frontend-port”

protocol



Fundamentals

Foundational understanding

of technology

Role-based

Technical skills required
to perform a job

Specialty

Deep technical skills

managing industry solutions

Training delivered only by Microsoft Learning Partners

Microsoft Azure training

Check out the ESI Azure Training Journey

Azure Fundamentals
(AZ-900)

Azure Administrator
(AZ-104)

Azure Solutions Architect
(AZ-305)

Azure Security Engineer
(AZ-500)

Azure Stack Hub Operator’
(AZ-600)

Azure for SAP Workloads
(AZ-120)"

Azure Virtual Desktop
(AZ-140)

Azure Stack HCI
(WS-013)?

Azure Developer
(AZ-204)

DevOps Engineer
(AZ-400)

Azure Network Engineer
(AZ-700)

Windows Server Hybrid
Administrator
(AZ-800 + AZ-801)

Azure |loT Developer
(AZ-220)

Azure Support Engineer for
Connectivity (AZ-720)

Azure Fundamentals
(AZ-900)

Azure Data Fundamentals
(DP-900)

Azure Database Administrator
(DP-300)

Azure Data Engineer
(DP-203)

Azure Enterprise Data Analyst
(DP-500)

Power Bl Data Analyst
(PL-300)

Azure Cosmos DB Developer
(DP-420)

Migrate SQL Workloads
to Azure (DP-050)’

Migrate Open Source Data
Workloads to Azure (DP-070)’

Azure Al Fundamentals
(A1-900)

Azure Al Engineer
(AI-102)

Azure Data Scientist
(DP-100 + DP-090)

Migrate NoSQL Workloads
to Azure Cosmos DB (DP-060)’


https://aka.ms/ESIAzureTrainingJourney

Resources to help

& Microsoft

Delivered in partnership with Intel

Get the help you need to simplify and accelerate your cloud journey. We meet you wherever
you are in your cloud journey and help you move forward with confidence.

Cloud migration and modernization assistance that can lower costs and reduce

risk

A proven approach for all your needs

* Get support for breadth of migration
and modernization scenarios across
applications, data, and infrastructure

* Get assistance with assessing your
environment and planning your
migration to build a robust business case
and TCO justification working with
expert partners and tools

* Leverage Microsoft’s Cloud Adoption
Framework and Well Architected
Framework for security, governance,
data, and networking design

Program benefits

== Counton a proven methodology and

best practices

Gain new skills with technical training

courses

@ Get free cloud migration tools from
Azure

Optimize costs and drive sustainable

outcomes

Brush up cloud skills with subsidized
Azure technical training delivered
through Microsoft Learning and
accredited partners

Use free tools to move efficiently and stay
cost-optimized once on Azure

Contribute towards environmentally
sustainable outcomes while driving
operational efficiencies

Move confidently with expert help

Use prescriptive, step-by-step guidance
from Azure engineers and expert
partners to mitigate risks and take full
advantage of Azure security, scale, and
innovation

Build cloud skills and longer-term
organizational readiness with the right
mix of learning options

Access personalized self-guided
resources to support your unique needs

Access in-depth assistance from

FastTrack for Azure engineering

costs

Receive offers for reducing migration

Connect with specialized migration
partners




Resources to help

Explore the Azure Migration and Modernization Program

Flexible to meet your unigue needs.
Cost-effective to meet your budget.

Get started today

Sign up Learn more Migrate and maximize your ROI

Tell us about your A Microsoft expert will We will help you assess, migrate, and
migration project at define the right mix of modernize your workloads to Azure. In
Azure.com/AMMP. resources and advise you on addition, we’ll provide you with guidance
next steps. to ensure your workloads are secure, well-
managed and kept cost-optimized on an
ongoing basis.

Get help at every stage of your cloud migration journey

) AMMP S,
Define strategy cope Govern and Manage
—_—— Plan Ready Adopt p A N
Business Partner A ~—r A

strategy support

Discovery and TCO/ business  Migration / Technical Landing  Execution
assessment case Modernization skilling zone
plan

Azure.com/AMMP


https://azure.com/AMP

What’s next for us

* Environment management — Auto-built, consistent environments
* Maturity on costs — Spin up / down

* A/B testing

 Automation for everything (patching, maintenance)

* Dev-Ops pipelines — Automated regression and functional testing
 Migration to PaaS and going deeper with Azure native function

* Building and developing the multi-skilled teams

* High Performance Compute



Questions ?
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